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Overview 

The software suffers from multiple vulnerabilities including: Buffer Overflow, Directory Traversal, 

Password Protection Security Bypass, Insecure File Permissions, Insecure Storage of Sensitive 

Information and Cryptographic Key Disclosure.  

Affected products 

The following versions are affected: 

• VBASE Editor 11.5.0.2 

• VBASE Web-Remote module 

The vulnerability has been discovered and validated in software version 11.5.0.2. Older versions 

are probably affected too. 

Impact 

An unauthenticated remote attacker may be able to read the contents of unexpected files and 

expose sensitive data. If the targeted files are used for a security mechanism, then the attacker 

is able to bypass that mechanism. Due to insecure permissions, a local user can escalate 

privileges to system level and execute malicious binaries. There is also a known vulnerable 

ActiveX component that is vulnerable to a buffer overflow attack that allows the attacker to 

execute arbitrary code on the targeted system. A weak hashing algorithm is used to store 

sensitive information that allows a bypass of security mechanisms, including the disclosure of 

cryptographic key for the web login functionality. 

Background 

VBASE is the central node for automation projects. With its many interfaces to the control level 

and superior IT systems, VBASE is used as a multifunctional automation platform in 

professional industrial and building automation. VBASE includes a modern web interface that 

provides a universal HMI interface based on HTML5. The VBASE Web-Remote enables the 

display and control of the automation project with smartphones, tablet PCs and all devices with 

a compatible browser. The Web-Remote generates the necessary HTML5 pages automatically 

and can be activated on a project basis. 



 

Vulnerability details 

Information Disclosure via Directory Traversal 

The application suffers from an unauthenticated file disclosure vulnerability when input passed 

in the URL is not properly verified before being used to include files. This can be exploited to 

read arbitrary files from local resources with directory traversal attacks.  

Applied Risk has calculated a CVSSv3 score of 7.5 for this vulnerability. The CVSS vector string 

is CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N. 

 

Insecure File Permissions Privilege Escalation 

The application suffers from a privilege escalation vulnerability due to weak or insecure 

permissions on the entire VBASE directory. This could result in elevation of privileges or 

malicious effects on the system the next time that a privileged user runs the application. 

Applied Risk has calculated a CVSSv3 score of 8.2 for this vulnerability. The CVSS vector string 

is CVSS:3.0/AV:L/AC:L/PR:L/UI:R/S:C/C:H/I:H/A:H. 

 

Password Protection Security Bypass 

Due to weak hashing algorithm used and the insecure permissions issue, a local attacker can 

bypass the password-protected mechanism of the program by either simply using brute-force 

attacks, cracking techniques or overwriting the password hash with their own. 

Applied Risk has calculated a CVSSv3 score of 7.1 for this vulnerability. The CVSS vector string 

is CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:N. 

 

Cryptographic Key Disclosure 

An unauthenticated attacker can disclose the cryptographic XOR key from the webserver 

remotely to gain information about the login and the encryption/decryption mechanism used for 



 

authenticating users. This can be exploited to bypass authentication and authorization of the 

HTML5 HMI web interface. 

Applied Risk has calculated a CVSSv3 score of 7.5 for this vulnerability. The CVSS vector string 

is CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N. 

 

Buffer Overflow 

The software ships with a known vulnerable ActiveX component that suffers from a buffer 

overflow vulnerability. This can be exploited by parsing large number of bytes to the vulnerable 

parameter resulting in overflowing the buffer of the function and overwriting several registers 

including the instruction pointer. This allows remote attackers to cause a denial of service and 

possibly execute arbitrary code. 

Applied Risk has calculated a CVSSv3 score of 9.0 for this vulnerability. The CVSS vector string 

is CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:C/C:H/I:H/A:H. 

Mitigation 

There is no official fix provided by the vendor, nor has there been any response from the vendor 

since the 8th July 2019. 
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Contact details 

For any questions related to this report, or to request Applied Risk’s vulnerability disclosure 
policy, please contact Applied Risk Research team at: 

Email: research@applied-risk.com 
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